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Executive Summary 
This report presents the results of a market research survey that was commissioned by 
Cyren and conducted during May 2018 by Osterman Research. The survey was conducted 
among businesses and governmental organisations in the United Kingdom and Ireland 
(UKI) with 100 to 3,000 employees. IT managers and security analysts at 104 
organisations were the subject of in-depth interviews covering a range of IT security-
related topics. The organisations were from a broad representation of industry sectors. 

Our goal in conducting this survey was to gain insight into the security problems faced by 
UKI-based firms considered small to mid-sized enterprises, or SMEs, as well as these 
organisations’ current and preferred security solutions. A similar survey conducted in 
February 2017 allows us to make comparisons and establish trends over the 15-month 
period between the surveys. 

ABOUT THE SURVEY AND RESPONDENT DEMOGRAPHICS 
Osterman Research conducted this survey during May 2018 with 104 individuals in the 
United Kingdom and Ireland using in-depth telephone interviewing. We chose to use this 
method instead of a web-based survey because of its efficacy in soliciting the detailed 
type of information we were seeking. 

In order to qualify for the survey, the respondents’ organisations had to have between 
100 and 3,000 employees, and the individual to be surveyed had to be knowledgeable 
about his or her organisation’s computer/cyber security issues and security-related 
decision-making in the context of email and web security.  

A wide range of industries was surveyed for this report, as shown in Figure 1, with 
manufacturing (18 percent), retail (11 percent), financial services/insurance (10 percent), 
and healthcare (10 percent) the most represented industries. 

Figure 1 
Industries Represented in the Survey 

Source: Osterman Research, Inc. 

In several questions, respondents were asked to indicate their level of concern or 
preference. The percentage of respondents indicating the highest level of concern or 
preference have been ranked in the presentation of responses for these questions, a 
methodology that provides a comparison of the intensity of preference (or rejection). 

IT AND SECURITY STAFF COVERAGE 
Among the organisations surveyed, there is a mean of 66 employees supported for each 
full-time equivalent (FTE) IT staff member, or 1.5 IT staff per 100 employees. Twenty-two 
percent of these FTE IT staff members are focused on managing security, resulting in 298 
employees supported per IT security staff member, or 0.34 IT security staff per 100 
employees. 
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KEY TAKEAWAYS 

Phishing is on the Rise and Getting Past Defenses 

• Compared to the results of the 2017 Cyren-Osterman Research Survey, phishing has
surged past ransomware and targeted attacks to second place among the
cybersecurity issues about which security-focused decision makers and influencers in
the UK and Ireland are most concerned, trailing only data breaches.

• Security failures continue to be widespread, with over half (59 percent) of
organisations in the survey reporting one or more malware infections or security
breaches. A successful phishing attack and Virus/Worms/Spyware infections were the
two most reported occurrences, with 28 percent of firms affected, followed by 20
percent reporting a successful ransomware attack.

• The majority of organisations report that their security has increasingly failed to block
phishing emails over the past year. Sixty-two percent of IT and security managers
say that the number of phishing emails getting through their existing security and
reaching end users has increased 29 percent during the past 12 months. Over half
also report that the number of spearphishing emails reaching executives or other key
personnel have increased an estimated average 18 percent over the past year.

• Most IT managers give their current security low marks. Across a lengthy list of
threats, a minority of organisations believe that their current security infrastructure is
protecting them “well” or “extremely well”. Defenses from phishing attacks in general
were thought to be good by 43 percent of respondents; however, current protection
from targeted phishing emails was rated highly by only 23 percent, a significant gap
indicative of a particular difficulty for much currently deployed email security in
stopping the latter type.

• Seventy-five percent of organisations give their employees some kind of phishing
awareness training; however, one-third of these do so only when the employee joins
the company. Opinions are favorable; 43 percent consider the training to be highly
effective.

Rising Spending in Search of Security Effectiveness 

• “Security effectiveness” is far and away the most important criterion cited by IT and
security managers in evaluating a web or email security solution, with 90 percent
rating it high or highest importance, more than 20 points ahead of the second-
highest consideration. Speed of defenses, ease of ongoing management, and lowest
TCO were the next highest rated considerations.

• IT security spending in the UK and Ireland continues to rise rapidly, with 61 percent
reporting increased security-related costs by an average 10.5 percent for the 12
months ended May 2018.

• A majority of respondents indicated an interest in new solutions, replying with the
highest level of interest in deploying extra layers of security from specialized new
services which might provide significant improvement in phishing (63 percent) and
ransomware (68 percent) protection, as well as improved sandboxing protection from
evasive malware (60 percent).

Market Shifting to Cloud-based Security 

• Survey respondents indicated a continued shift in preference to cloud-based security
services and the UKI market is now split evenly between those who prefer cloud-
based security (37 percent) and those who prefer on-premises solutions (37 percent),
while 28 percent claimed themselves agnostic between the two. In the 2017 survey,
30 percent had indicated a preference for cloud-based security services.

• Many organisations indicate they have already moved their security to the cloud.
Thirty percent of IT managers say they have deployed cloud-based SaaS from a
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security provider; 55 percent report that their email security comes via SaaS, 
considering those who have subscribed to specific email gateway security (33 
percent) and those who rely on the security included in their hosted email service (22 
percent).   

• Forty-eight percent of businesses in the UK & Ireland use Office 365, Google Gmail,
or another cloud-based email platform, surpassing the 38 percent utilizing on-
premises Exchange or another on-premises email platform.

Survey Findings 
DATA BREACHES, PHISHING AND RANSOMWARE LEAD THE LIST 
OF CONCERNS 
The survey revealed that cybersecurity-focused decision makers and influencers are most 
concerned about losing sensitive or confidential data through some sort of data breach, 
phishing attacks that are able to reach end users, and ransomware attacks. As shown in 
Figure 2, these three critical issues lead the list of issues about which decision makers and 
influencers are “concerned” or “extremely concerned”. Interestingly, although 
cryptocurrency mining malware has seen enormous increases in penetration since late 
2017, these threats are not regarded as serious by the vast majority of decision makers in 
the UK and Ireland. 

Figure 2 
Leading Cybersecurity Concerns 
Percentage Responding “Concerned” or “Extremely Concerned” 

Source: Osterman Research, Inc. 

PHISHING AND MALWARE INFILTRATION ARE COMMON 
As shown in Figure 3, 28 percent of the organisations surveyed have been the victim of a 
successful phishing attack during the previous 12 months, while an equal proportion have 
been victims of some sort of non-ransomware malware infection. 

28% of 
organisations 
report having 
been the victim 
of one or more 
successful 
phishing 
attacks in the 
past year, 
while 20% 
have had to 
remediate a 
successful 
ransomware 
attack. 



©2018 Osterman Research, Inc. 4 

Figure 3 
Security Issues That Have Occurred During the Previous 12 Months 

Source: Osterman Research, Inc. 

Interestingly, 41 percent of respondents indicated that their organisation has not been the 
victim of any of the various types of threats shown in the figure above. While Osterman 
Research surveys have shown consistently that many organisations have been able to 
stop these types of attack for some period of time, we believe that some survey 
respondents have either slightly underreported the various threats that have impacted 
their organisations, or they may be unaware of some of the threats that impacted some 
endpoints, and so have underreported the level of threats incurred in that manner. 

CURRENT SOLUTIONS ARE NOT WORKING WELL 
By and large, the IT and security managers we surveyed are not pleased with their 
current security solutions. As shown in Figure 4, the solution(s) with which decision 
makers are most pleased are those focused on blocking general types of phishing attacks 
– yet only 43 percent of those surveyed indicated that their current solutions focused on
phishing work “well” or “extremely well”. Other solutions are not considered to work
nearly as well, particularly for solutions focused on addressing “Shadow IT” or CEO
Fraud/Business Email Compromise.

Figure 4 
Perception About the Effectiveness of Organisations’ Current Security Solutions 
Percentage Responding That They Work “Well” or “Extremely Well” 

Source: Osterman Research, Inc. 
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What these data suggest is that while security solutions have been deployed widely to 
address a range of threats, the current crop of solutions are not keeping up with 
cybercriminals’ ability to penetrate these defences. This suggests that either current 
solutions are not adequate, that organisations have not invested sufficiently in them, or 
that a new paradigm for addressing new and sophisticated threats is sorely needed. 

EFFECTIVE SECURITY IS DESIRED ABOVE ALL 
Not surprisingly, the effectiveness of a security solution is the paramount consideration in 
evaluating and selecting any email or web security solution. As shown in Figure 5, nine in 
ten decision makers and influencers consider security effectiveness to be either “very 
important” or “of the highest importance” for any email or web security solution. Other 
important issues for such a solution include the speed with which defenses are applied to 
new threats, the ease of managing the solution, and low total lifecycle cost. This last item 
contrasts with relatively lower average importance placed on a low cost of product 
acquisition. 

Figure 5 
Importance of Various Capabilities for Email and Web Security Solutions 
Percentage Responding “Very Important” or “of the Highest Performance” 

Source: Osterman Research, Inc. 

SaaS WEB SECURITY NOW DEPLOYED BY 30 PERCENT 
The organisations we surveyed, almost all of which have deployed some form of web 
security, have usually implemented a variety of web security measures. As shown in 
Figure 6, the most commonly deployed solutions are on-premises firewalls, anti-virus 
solutions on the endpoints, and secure web gateway appliances, but of particular note is 
the figure of 30 percent for the deployment of cloud-based SaaS solutions, indicating 
growing acceptance in the market. 

The current 
crop of 
solutions are 
not keeping up 
with cyber-
criminals’ 
ability to 
penetrate their 
defences. 
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Figure 6 
Methods Used to Deploy Web Security 

 
Source: Osterman Research, Inc. 
 
 
DLP AND URL FILTERING ARE MOST DEPLOYED WEB SECURITY 
CAPABILITIES 
Currently deployed web security solutions include a wide range of capabilities, but the 
most commonly deployed ones are data loss prevention (DLP), URL filtering and 
HTTPS/SSL traffic inspection, as shown in Figure 7.  
 
 
Figure 7 
Capabilities Used in Current Web Security Solutions 

 
Source: Osterman Research, Inc. 
 
 

MICROSOFT DOMINATES E-MAIL; EXCHANGE AND O365 SPLIT 
Our research revealed that Microsoft platforms are the most widely deployed business-
grade email systems in use among the organisations we surveyed, as shown in Figure 8, 
with Office 365 now essentially having reached parity with on-premises Exchange server 
deployments. Other email platforms commonly used include virtual servers managed by 
third parties and various other types of cloud-based and on-premises email systems. 
Office 365, Google Gmail, and other cloud-based email platforms combined have 48 
percent of the deployments in the survey sample. 
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Figure 8 
Primary Email Platforms in Use 

Source: Osterman Research, Inc. 

Osterman Research surveys over the past few years have consistently shown that a) 
Microsoft platforms lead all others in market share for business-grade email, and b) that 
Office 365/Exchange Online is overtaking on-premises deployments of Exchange. Given 
Office 365’s/Exchange Online’s ease of deployment, lower cost than Exchange (in most 
cases), Microsoft’s “cloud-first” strategy, and improving feature set, we anticipate 
continued growth of Office 365/Exchange Online, primarily at the expense of on-premises 
Exchange. 

OVER HALF OF EMAIL SECURITY NOW DELIVERED IN THE 
CLOUD 
The research revealed that a number of different methods are currently in use to provide 
email security, including cloud-based security, anti-virus solutions deployed on on-
premises email servers, and security that is included with their SaaS or hosted email 
solutions, as shown in Figure 10. Adding together SaaS gateways, hosted email provider 
advanced security subscriptions, and reliance on embedded, basic security from hosted 
email providers, we see that 55 percent of email security is now being done in the cloud.  

Figure 10 
Methods That Have Been Used to Deploy Email Security 

Source: Osterman Research, Inc. 

A number of 
different 
methods are 
currently in use 
to provide 
email security. 
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LESS THAN HALF HAVE ADVANCED EMAIL CAPABILITIES 
As shown in Figure 11, anti-spam and anti-malware solutions are nearly universally 
deployed by the organisations we surveyed. Although anti-phishing/spoofing capabilities 
are also common, other capabilities are less so, such as email archiving, DLP and email 
encryption. 
 
 
Figure 11 
Capabilities Used in Current Email Security Solutions 

 
Source: Osterman Research, Inc. 
 
 
 

MASS-MAILED PHISHING TOPS TARGETED EMAILS AS A 
CONCERN 
About one-half of decision makers and influencers are “highly concerned” or “extremely 
concerned” about the increasing volume of mass-mailed phishing emails, as shown in 
Figure 12. Thirty-seven percent are similarly concerned about targeted spoofing or 
impersonation of senior business executive, while 31 percent indicated the highest levels 
of concern about the hacking of an executive’s or employee’s email account. 
 
 
Figure 12 
Concerns About Various Phishing Scenarios 
Percentage Responding “Concerned” or “Extremely Concerned” 

 
Source: Osterman Research, Inc. 
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PHISHING EMAILS EVADING SECURITY A GROWING PROBLEM 
When decision makers and influencers were asked about any perceived change in the 
volume of phishing emails reaching end users during the past year, more than three in 
five reported that the number of these emails circumventing their current security has 
increased, as shown in Figure 13, with an average estimate of a 29 percent rise over the 
period. One-third of decision makers and influencers believe the problem has stayed 
about the same, while only seven percent believe that there are today fewer phishing 
emails reaching end users than a year ago. 
 
 
Figure 13 
Changes in Phishing Emails Reaching End Users During the Past Year 

 
Source: Osterman Research, Inc. 
 
 

SPEARPHISHING EMAILS ARE ALSO WORSENING 
When decision makers and influencers were asked if targeted spearphishing emails 
reaching executives and other key personnel have changed, more than one-half reported 
that these threats have increased, as shown in Figure 14, with the rate of estimated 
increase averaging 18 percent. 
 
 
  

 
The number of 
phishing emails 
circumventing 
their current 
security has 
increased. 
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Figure 14 
Changes in Spearphising Emails Reach Executives or Other Key Personnel 

 
Source: Osterman Research, Inc. 
 
 
ONE-THIRD BELIEVE USERS CAN IDENTIFY PHISHING EMAILS 
Our survey found that, in the estimation of many respondents, users are often reasonably 
capable of recognizing the most common type of phishing emails, as shown in Figure 15. 
Nine percent believe that users are “extremely capable” of detecting mass-mailed phishing 
emails, while another 26 percent are considered by decision makers and influencers to be 
“capable”. On the other hand, nearly one-third of IT managers have the opposite view, 
and do not express confidence in the ability of users to detect spammed phishing emails. 
 
 
Figure 15 
Users’ Ability to Recognize General, Mass-Mailed Phishing Emails 
1 = “Not at all Capable”, 7 = “Extremely Capable” 

 
Source: Osterman Research, Inc. 
 
 
 
USERS JUDGED LESS CAPABLE OF DETECTING TARGETED 
PHISHING 
Although confidence in users is divided with respect to recognizing mass-mailed phishing 
emails, they are considered relatively less adept at detecting targeted emails such as 
those used in spearphishing attacks. As shown in Figure 16, only one percent of 
respondents believe that users are “extremely capable” of detecting such e-mails.  
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Figure 16 
Users’ Ability to Recognize Targeted Emails That Impersonate Colleagues or 
Executives 
1 = “Not at all Capable”, 7 = “Extremely Capable” 

 
Source: Osterman Research, Inc. 
 
 
 
PHISHING TRAINING PROVIDED BY 75 PERCENT OF 
ORGANISATIONS 
As shown in Figure 17, three-quarters of organisations provide some level of employee 
training on how to identify phishing emails, but one-quarter of respondents indicated that 
such training is done only when an employee joins the company, and evidently one-
quarter do not provide any training.  
 
 
Figure 17 
Frequency of Phishing Training for Users 

 
Source: Osterman Research, Inc. 
 
 
 
TRAINING IS PERCEIVED TO BE REASONABLY EFFECTIVE 
Among organisations that offer any sort of phishing training, more than 40 percent of 
decision makers and influencers believe this training is either “effective” or “extremely 
effective”, as shown in Figure 18. Very few managers surveyed consider that their 
phishing training for users, even if it is not conducted on a frequent basis, is ineffective. 
 
 
  

 
Three-quarters 
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level of 
employee 
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to identify 
phishing 
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Figure 18 
Perceived Effectiveness of User Phishing Training 
1 = “Not at all Effective”, 7 = “Extremely Effective” 

 
Source: Osterman Research, Inc. 
 
 
 
MARKET SPLIT IN PREFERENCE FOR SUITES VS. BEST-OF-BREED 
The survey revealed that 38 percent of decision makers and influencers have a preference 
for best-of-breed, security-focused, point products, while nearly the same proportion have 
a preference for integrated product suites, as shown in Figure 19. However, 26 percent 
have no strong preference either way. 
 
 
Figure 19 
Preferences for Best-of-Breed Solutions vs. Integrated Product Suites 

 
Source: Osterman Research, Inc. 
 
 
 

MARKET (ALSO) SPLIT FOR ON-PREMISES VS. CLOUD-BASED 
SECURITY SOLUTIONS 
Our research revealed that there is no clear preference among the decision makers and 
influencers we surveyed with regard to preferences for on-premises security solutions 
versus those delivered via the cloud, as shown in Figure 20. Thirty-seven percent prefer 
cloud-based services to deliver security capabilities, while thirty-six prefer on-premises 
solutions. However, we note that the preference for cloud-based security services is up 
from 30 percent in the 2017 survey, indicating a strong, continued shift towards the cloud 
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in delivering security. The remaining 27 percent expressed no set preference with regard 
to either delivery model. 

Figure 20 
Preferences for Security Solution Delivery Models 

Source: Osterman Research, Inc. 

ORGANISATIONS ARE SEEKING SOLUTIONS TO THEIR 
PROBLEMS 
We asked decision makers and influencers the following question: “Imagine that you 
could deploy an extra layer of email security to your current, existing email security 
solution that would significantly address a specific email security problem, and at a 
reasonable price point. On a scale of 1 to 7, how likely would your IT organisation be to 
deploy such a service in each of the following areas, where 1 is ‘we would definitely NOT 
deploy this’ and 7 is ‘we definitely WOULD deploy this’?” 

We found a significant level of receptiveness to the idea of deploying such solutions. As 
shown in Figure 21, 68 percent of decision makers and influencers said their 
organisations would definitely or almost definitely deploy an additional layer of security to 
protect against ransomware, 63 percent would be similarly inclined to deploy an anti-
phishing service, and 60 percent would be extremely likely to deploy anti-evasive 
malware/sandboxing capabilities. 

We found a 
significant level 
of receptive-
ness to the idea 
of deploying 
[an add-on 
email security 
solution]. 
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Figure 21 
Likelihood of Deploying an Extra Layer of Email Security That Would Address a 
Specific Email Security Problem 
Percentage Responding “Would Likely” or “Definitely” Deploy 

 
Source: Osterman Research, Inc. 
 
 
SECURITY COSTS UP 10.5 PERCENT FOR A MAJORITY 
Our survey revealed that for 61 percent of the organisations surveyed, security-related 
costs have increased for the year ended May 2018, as shown in Figure 22, and these 
respondents reported the average spending increase to be 10.5 percent. Another 32 
percent have seen security-related costs hold steady during this period, but only six 
percent have seen them decrease. 
 
 
Figure 22 
Changes in Security-Related Costs 
May 2017 to May 2018 

 
Source: Osterman Research, Inc. 
 
 

 
 
 
 
 
 
 
 
 
 
 



 

©2018 Osterman Research, Inc.  15 

© 2018 Osterman Research, Inc. All rights reserved. 
 
No part of this document may be reproduced in any form by any means, nor may it be distributed 
without the permission of Osterman Research, Inc., nor may it be resold or distributed by any entity 
other than Osterman Research, Inc., without prior written authorisation of Osterman Research, Inc. 
 
Osterman Research, Inc. does not provide legal advice.  Nothing in this document constitutes legal 
advice, nor shall this document or any software product or other offering referenced herein serve as 
a substitute for the reader’s compliance with any laws (including but not limited to any act, statute, 
regulation, rule, directive, administrative order, executive order, etc. (collectively, “Laws”)) 
referenced in this document.  If necessary, the reader should consult with competent legal counsel 
regarding any Laws referenced herein. Osterman Research, Inc. makes no representation or warranty 
regarding the completeness or accuracy of the information contained in this document. 
 
THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND.  ALL EXPRESS OR 
IMPLIED REPRESENTATIONS, CONDITIONS AND WARRANTIES, INCLUDING ANY IMPLIED 
WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, ARE DISCLAIMED, 
EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE DETERMINED TO BE ILLEGAL. 




